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EXECUTIVE SUMMARY

In the event of a pandemic outbreak, information spreads just as quickly as the virus. The same is
true in many other modern business continuity situations. The problem is that the information that
spreads isn't always complete, accurate or relevant.

Today's multi-media, Internet-connected, citizen-journalism world means that anyone can say
anything and it reaches a wide audience within minutes. False information spreads just as rapidly
and widely as accurate information. Worst of all, it can be hard to tell the two apart.

Amid the confusion of a pandemic and with a lack of enough official communication to fill a 24-hour
news outlet, the various media feed off each other as well as texts and Tweets from the public.
Every outlet is determined to be first with any news. 'Get it out first and correct it quietly later" is
the modus operandiAt the same time, less interesting facts about the situation are discarded in
favor of exciting speculation. These missing facts can be the most vital ones to large organizations
trying to plan their responses.

Organizations have discovered this for themselves while trying their best to respond to crisis
scenarios caused by terrorist attacks (or attempted attacks) and more recently the outbreak of HIN1
(swine origin). Such events have a wide geographic impact, beyond the scope of most normal
business continuity. They can lead to extensive problems for the organization, its supply chain, its
customers and of course, its staff.

Nevertheless, | have found that boardroom after boardroom has relied almost entirely on consumer

news outlets for external information in order to make crucial business continuity decisions when it

matters most. The number of times I've seen simply a television screen, showing a popular news

channel in the boardroom or situation room, is startling. These boardrooms receive the same

information from the outside world as the average living room. This means that the information

being fed into the decision making process is flawed, leading, potentially, to flawed decision-making.

This can, in turn, cause unnecessary large financial outlay or losses, damagean2 NB | yAT F GA 2y Q&
reputation and can even place people in danger.

Having accurate, timely information would enable you to make optimal decisions and communicate
effectively throughout your organization, gaining, in a time of worry and anxiety, the trust of staff,
supply chain, customers and the markets. This would facilitate a much improved response to a
potential problem and a significantly better outcome. It could help engage your supply chain in the
solution and reduce unnecessary staff absenteeism.

In recent times, forward-thinking business continuity experts in some of the world's largest
organizations have begun to seek a source of information like this. Our work with them has led to
the creation of the Situation News Service. SNS will be making its debut in these boardrooms from
October 1* 2009.

In this White Paper we shall examine the current issues with the flow of external information to
decision makers and will look at the features that Situation News offers to create a flow of
information that is much more suited to the boardroom.
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1. The Business Continuity Threats

In the past, most business continuity planning has revolved around geographically isolated incidents,
often limited to one organization. Examples are: damage to a building, staff injuries or fatalities,
internal IT systems failure, industrial action by staff and so on.

Modern business continuity threats are more likely to be external and on a national or international
scale. These threats include terrorism, pandemic, civil and industrial unrest, major political and
economic crises, major accidents, widespread IT systems failures or attacks, such as viruses or
hacking attempts, etc.

These threats, when they happen, don't just affect one organization or one geographic area. That
means they can impact on your company in so many ways, affecting and disrupting your staff, supply
chain, customers and wider community. This makes it much harder for business continuity
specialists to plan and almost impossible for them to respond effectively, without a suitable source
of external information.

However, at the moment, business continuity specialists and their executive teams turn in times of
crisis to consumer news channels for external information.



2. Making the News

It has long been said that news is like a sausage - it would really put you off if you saw how it's made.

Journalists in modern consumer news organizations are under greater pressure than ever before.
There is little or no training at the start of their careers and the only training later on is in using new
technical equipment or safety training for insurance reasons if a reporter is sent to a 'high risk’
country. Pay is low, unless you become a 'name’ presenter, at which point you stop being involved
in gathering and writing the news. Budgets have been cut year after year. The 24-hour news culture
means there is a relentless push for material and with each news organization having multiple
outlets the journalists have little or no time to do research before popping up for the next live report
on another channel.

All these factors combined mean that the quality of news is not what it could be. Gone are the days
when journalists would spend hours or even days fact-checking a story. Gone are the days of
carefully nurtured contacts books. Now, news sources are more likely to be other news outlets or
PR companies and the stories become repeated relatively unchanged. The morning meetings in TV
and radio newsrooms start by looking at what's in the newspapers, to set the dayQ agenda, while
the morning meetings at the newspapers start by discussing what was on the TV and radio breakfast
news.

This leads to a circle of inaccuracy and hype, with the media machine feeding on itself.

Added to this, there are more news channels than the market needs. There is a battle for ratings
and this means winning in the mass consumer market, which means being the first with the most
sensational stories.

| was part of an exercise recently in which we picked three sensational stories that had been
featured prominently in all major news outlets in the UK, traced them back to the original story
(which in all three cases turned out to be a tabloid newspaper) and we fact-checked them. Every
statement made in each story was investigated. We were shocked by how many turned out to be
misrepresentations of the facts or even entirely untrue. Other important facts, that made the story
less sensational or put it into question completely, were conveniently left out. Yet, once the story
had appeared in one newspaper, it was picked up and repeated by all other news outlets and then
picked up and repeated on the web. One of the stories, which we found to be completely false, gave
over 250,000 results when searching on the key terms in Google.

In crisis situations, this becomes even more pronounced. Each outlet wants to be seen to be first
with the news, so rumor and speculation make it to air, not always clearly signposted as such. The
pressure is on journalists to get it out first and then quietly correct it later if necessary. The trend
towards viewer/reader participation exacerbates this, with emails, texts and Tweets making it to air.

It's not just in the crisis itself that news outlets prove unsuitable for serious decision-makers. It is in
the long slow build-up to many events, such as a pandemic, where businesses can do most to
improve their planned responses. Yet consumer news outlets display GAttention Deficit Disordere X
going big on a story one day, perhaps because of a few local infections but ignoring the story on



other days in favor of other 'sexier’ stories. In the public arena, this creates waves of panic and
disinterest. In boardrooms, it creates a cloudy picture of what is actually going on.

For example, during the summer it has been most important for business continuity managers in the
Northern Hemisphere to monitor exactly what is happening with A/H1H1(SO) in the Southern
Hemisphere yet consumer news organizations failed to report it.

Many in the industry say the news isn't just breaking - it's broken.

The result is that during the build up to a major difficulty, important information is not being
communicated, but when a crisis happens there is a flood of information. This flood is hard to sift
for accurate and important information. This flood overloads executives trying to make decisions.

Modern business continuity managers and senior executives can no longer rely on consumer news
channels. They need a modern, specialist news service to provide timely and relevant information to
facilitate the best response to unforeseen events.



3. How Situation News will benefit you

Situation News operates on three levels, to provide business continuity specialists and senior
executives with the information they need to respond to a threat.

The first level is the technology base of SNS. The service ingests information from thousands of
news outlets worldwide; from news agencies, social networks, and the wider web. It analyses,
understands and tags this massive amount of data for preset alert-words, names of people and
organizations and geographic references. Using a specialist algorithm, it rates each article, taking
into account the reliability and authority of the news source and the reporter and even some of the
wording used in the report. The system then looks for emerging patterns and correlations.

This analysis happens in near-real-time and the resulting data are presented in an easy to view way;
on maps, charts and prioritized news feeds. The user can then drill down further into any item in
these summaries to see the sources behind the stories and the individual items that are forming a
wider trend.

Each user can set up watch lists to be alerted when Situation News picks up reports mentioning a
particular place, organization, event or any other set of keywords. These alerts can be sent via
email, SMS or integrated into a specialist messaging system.

The second level is the expert community. All users collaborate together to mark important news
stories they see or to remove false positives. They add stories, comment on stories and discuss
emerging issues. Community members share experiences and best-practice, providing a way for the
business continuity community to collaborate to develop the very best response to these wider
threats.

The first and second levels are designed to be used by business continuity, security, and
communications specialists.

At the third level the service has a specialist editorial team of people who provide clear and
comprehensive reporting of potential, emerging and actual threats. They take all the information
ingested by the Situation News system, fact-check important reports, gather more detailed and
specialist information from direct sources such as official contacts at national government agencies
and then write clear, detailed summaries specifically for a senior business audience. Thorough
preparation for these special situations means they are ready with background reports and briefings
when a situation occurs. They are used to managing the rapid flow of information from many
sources in a crisis and analyzing, summarizing and communicating it effectively.

In most cases it is only these summaries and reports from the SNS newsroom, with input from the
business continuity managers, that will be sent direct to senior executives via Blackberrys, monitors
in the situation room, or other messaging platforms - giving them only what they need to know to
minimize information overload.

The power of the service lies in this combination of technology, community knowledge and specialist
editorial expertise.



The flexibility of the service lies in the ability for specialist team members to dive down into the
detail of the full information flow ¢ allowing senior executives to receive the reliable summaries and
cutting out the information overload problem.

In normal, day-to-day operation, SNS reports potential and emerging threats on which the consumer
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entertainment, sport, gossip and so on. This helps organizations prepare. As an emergency
develops, the service is a vital tool in managing the flood of reports from thousands of hews
services, looking for new information and assessing its accuracy. This helps organizations manage
information overload and respond effectively.

To the business continuity specialists, SNS provides wide-ranging and comprehensive information,
with the ability to drill down to detail. To senior executives, SNS provides reliable business-focused
reports. It is then this focused, accurate feed of relevant news stories that is provided to executive
teams.

Situation News is the vital professional news service that large organizations need to manage the
inflow of information in an emerging potential crisis and improve the quality and speed of key
business decisions.
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4. Situation News: The Features

Comprehensive News Intake

The SNS system is constantly ingesting news items from thousands of news outlets worldwide, the
wider web and social networks. Our editorial team continually updates and evaluates these sources
to fine- tune the system.

Specialist Reporting

As well as the intake from other news sources, our editorial team cultivates important direct sources
in national governments, international agencies, emergency services and subject experts. These
official sources are actively interested in communicating important information more effectively to
large organizations, to facilitate more effective responses. They are welcoming the chance to do this
through SNS, due to frustrations with the limitations of consumer news channels.

Instant Alerts
Receive important alerts immediately via email, SMS or specialist messaging platform.

Intelligent Tagging
The SNS system understands the news and can intelligently tag articles automatically, making it
easier to see patterns and trends and to search for information.

Source Profiling

Know where your news comes from. You can better assess a news story if you know more about its
source. The SNS system lists details of the outlet by which a story was published and our rating of
that outlet and the story itself.

Location Awareness

The SNS platform understands the locations that are mentioned in news stories and can use this
knowledge to plot them on maps and allow powerful searches. You can see very easily how the
event is affecting particular locations, no matter how far away they are.

Powerful Search

Our search engine is very advanced and allows you to build up complex queries to ensure you see
just the news you need. You can mix up keywords to include and keywords to exclude. You can
carry out any search you like yourself but if you have complex search requirements, you may wish
our technical team to build the queries for you to your specification. This search can then be saved
for future use.

Watch Lists

Search queries can be saved as ‘watch lists'. The system constantly watches for new items that
match your searches and highlights them to you, either on the platform itself or via email, SMS or
specialist messaging platform. You set the method of delivery for each individual watch list
depending on its importance.



Republishing
You can add news stories to 'republishing channels'. These can then be displayed easily on your
corporate intranet.

Editorial Expertise
Our editorial staff comes from the BBC and other major news organizations but its members also
have corporate communications experience and specialist business continuity knowledge.

Solid Technology Platform

Our technical team has previously worked with the World Bank and United Nations to develop highly
resilient information platforms. The system has multiple routes of access and multiple levels of
failover and backup.

Community
Link up with business continuity experts in other organizations to share ideas, experiences and best
practice. Involve your supply chain to help ensure they are as resilient as you.



5. Situation News: In Action

SNS has been in development since 2008 and in thorough testing since Spring 2009. The service was
originally conceived to monitor the threat of Avian Influenza but on April 22™ 2009 the test site

(with many fewer sources than we now have) picked up some other interesting influenza related
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e April 22,2009

3 stories

7 swine flu cases found in U.5.

MSNEC News
e Video: Swine flu reported in Calif., Texas

Mefeeda

Swine Flu Cases Up To 7, Probe Expanding
£8S Broadcasing Inc.

]

April 22, 2008

These were the first few cases that were foundintheUS. ¢ KS& gSNByYy Qi AYyUGSNYIlF GAz2Y
until after the outbreak in Mexico became public a few days later. The first mention of swine flu on

the BBC website, for example, came at 21:46 GMT on April 24" reacting to 60 swine flu deaths in
Mexico.
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other health related threats:
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B am, Jd 22 Anmony Severno
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The map shows the amount of web activity that is related to this subject area in each geographic
area. Each glowing dot on the heatmap is clickable to drill down to the stories for that region.



We provide rolling updates on emerging critical stories, bringing all the available information
together in one place:

WHO Update 11th June

The World Health Organisation issued the latest update on the A(H1N1) influenza situation at Reads
14:00GMT today today 0
- 74 countnes are now affected week 0

28,774 cases have been officially reported el
- 144 deaths have been reported Republished

from a

However it should be noted that even the officials reporting these statistics are saying they represent by
only a part of the picture. The UK government believes the true number is at least twice what they on  5:00 am, Jun 11
have official statistics for, and the Australian Health Minister yesterday said the true figures from that ®

country could be anywhere between 2 and 10 times the official numbers

Within Situation News you can create watchlists. In this case a simple watchlist monitors for new
about Mumbai for a company that has a facility there:

L noreply@s=

Greetings, Steve Parks

These are your messages
watchiist Mumbai

Mumbai airport procures thermal camera f penza A HIN1 screening

1y (Roundup) | Sindh

Read more hitps L noreply@ Sat 16:04

Greetings, Steve Parks

These are your messages
1 new item on watchlist Mumbai

India: 17 Swine flu cases
hitps 186932

Read more hitps L noreply@

Greetings, Steve Parks

These are your messages
1 new item on watchlist Mumbai

Monsoon expected to advance around Thursday

https

Read more hitps

We will be publishing a more in-depth look behind the scenes of SNS soon, or you can speak to our
sales team to arrange a live demo.



6. The Business Case for Situation News

Such a high-level specialist service is an investment and like all good investments it needs to make a
return. In the case of SNS, this is by reducing the costly impact of a business continuity threat on
your organization. Situation News can help you:

9 Prepare for and mitigate emerging situations

1 Make better decisions in times of stress

9 Reduce absenteeism by helping you provide trustworthy information to your staff to counter
any hype and panic generated in the consumer media

9 Protect and strengthen your reputation

1 Save time, money and even lives

[ SGQa 2dza( stehafioSof AIHENA (SOPmidaNdRe, olsee the impact it will have on your
organization:

The threat

In 2005, the then Health and Human Services Secretary, Michael Leavitt, warned in a speech at the
National Press Club in Washington D.C.,that& 6 K Sy A (i p&h@eMis e aie verdue and
underLINS LI NB R £

President Obama said, in his remarks to the H1N1 Preparedness SummitonJuly92009: a L G KAy 1 A G¢C
clear that although we were fortunate not to see a more serious situation ifoifireg when we first
got newsof this outbreak, that the potential for a significant outbreak inBaiA a f 22 YAy I ¢

Wide Economic Impact
Pandemics have a huge economic impact. The SARS outbreak led to fewer than 1000 deaths but to a
$50 billion economic loss. The current pandemic will have a much larger impact than this.

On 27" July 20086, the Congressional Budget Office published a report - A Potential Influenza

Pandemic: Possible Macroeconomic Effects and Policy Issues, in which it was predicted that & ¢ NI @ S
restrictions and quamtines in response to a pandemic will limit mobility and could disrupt supply
chains around the wor|gotentially leading to a drop of close to 5 percent of Gross Domestic
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In July 2009, in the UK, the influential Ernst & Young ITEM Club, in its Economic Outlook for Business
report,stated: 4 ¢ KS | mbwm &agAyS Ffdz OANHza | f&az2 LkasSa | ast
potential effect the ITEM Club has run a forecast variant assuming that a pandemic infection lasts for
six months from August 2009. The infection rate is assumed to reach 50% and the mortality rate
0.4%. The main effect of such an epidemic on the supply side would be from employees staying off
work because they or their dependents were ill. On the demaedspending on discretionary goods

and services such as restaurants, travel and tourism would be likely to fall as people stayed away
from public places to avoid infection. Uncertainty about these developments would be likely to make
businesses further ptgwone investment projects. ITEM estimates that such an epidemic would cut 3%
from UK GDP in 2009 and a further 1.7% in 2010, hitting the economy hard just as it could have been
A0FNIOAY3 G2 NBO2OSNI FNRY (GKS ONBRAG ONHzy OKdé



Impact on Staff

The Homeland Security Council, in the May 2006, National Strategy for Pandemic Influenza
Implementation Plan, advised businesses to plan for up to 40 percent of their employees to be
absent during the two week peak of a 6-8 week pandemic wave.

Similarly, theUK3 2 @SNy YSy i Qa 2FFAOAILIT LI YRSYAO LI Iy | &adzy
take up to two weeks off work. Yet some studies predict higher absenteeism rates as people stay

away from work, not just because they or a dependent are sick but because they are worried about

catching the virus and are often ill informed. A recent study by Birmingham University in the UK

found that as many as 85% of health workers would be off work during key stages in a pandemic.

Research into actual current absence rates in the UK by FirstCare found that the equivalent of 7 work
days per 1,000 employees were lost to British business in one day on July 21° 2009 because of
influenza ¢ more than 3 times the usual level.
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the first wave of the pandemic between now and the end of September 2009. The second wave of a

pandemic has always been significantly worse than the first and second waves in previous

outbreaks.

Significant numbers of staff at all levels of the organization will become infected. Moreover, a
greater number will have to be off work to care for dependents, or simply because they are
frightened of catching the virus.

Impact on Resources

All organizations rely on simple utilities like electricity and fuel, as well as their wider supply chain
but these organizations will be just as affected by pandemic. There are real concerns about the
resilience of the transportation systems and the modern reliance on just-in-time deliveries could
mean that any disruption is felt very quickly. The fuel protests in the UK in September 2000
demonstrated this only too clearly. Early warning of an emerging threat will have a dramatic effect
2y Ly 2NBFYATIFIGA2YyQa FoAfAGe G2 NBaLRYyRO®

The Need for Good Information

In a speech at the London School of Economics on January 10" 2008, Dr David Nabarro, the senior

UN system coordinator for avian and human influenza, listed the enabling factors for successful
response to a pandemic. Numberiwasd D2 2R LY FT2NX I 0A2yY t NRYLI | yR t

Situation News Service provides you and your colleagues with that information, promptly and
precisely.

Wider Threats

Pandemic is the initial focus for Situation News Service, because of the current crisis with
A/H1IN1(SO) and the approaching flu season in the Northern Hemisphere. The service was born out
of a need to better monitor the spread of the A/H5N1 Avian Influenza virus but was designed from
the start to be ready to cover all potential business continuity threats. Monitoring of many threats is
already in place and will continue to grow.



7. Implementing Situation News Service in your Organization

The first step is to contact our sales team at sales@situationnews.com.

We will organize a demo of the service for you (YES, SNS is live to try now, even though we don't
officially launch until October 1st) and work with you to decide how the service could best be
implemented in your organization.

You'll be able to have desktop, laptop and mobile access, via the internet, to our secure SNS
platform. You'll be able to have screens displaying key information, maps and charts in your
boardroom or situation room. You'll be able to specify your preferences for email alerts, escalation
rules and so on.

We will work with you to create special ‘watch lists' that alert you to emerging stories in particular
geographic areas (say around your key sites) or that feature certain important keywords, people or
organization names.

You will also receive access to the Situation News Service community to share experiences and best
practice.

Situation News Service is paid for as an annual subscription per organization. There is a one time
set-up fee for the customization and implementation of the service. Additional services are available
on top of the core SNS platform during an active subscription, for example, use of a clone of the
platform with dummy content for use in an exercise.

Special pricing for SMEs: Our research with large organizations has found that they want to involve
all levels of their supply chain in better business continuity planning, as a small supplier being
adversely affected by a situation can have a disproportionate impact on its larger customer. Based
on that feedback, we have decided to provide special pricing to companies employing fewer than
250 staff. Please ask your SNS contact for details.
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8. Summary

With the A/HIN1(SO) pandemic spreading vigorously, even during the summer season in the
Northern Hemisphere, it is clearer than ever that the risks this winter will be particularly extreme.
While the virus is not as potent as H5N1, it is extremely virulent and will have a major impact, even if
only through a large increase in absenteeism.

Organizations that can provide more accurate information to their executive teams for decision
making and out to the wider staff to avoid rumor, hype and panic, will be the ones that can best
manage through this disruption.

We originally began developing Situation News in 2008 as part of preparations for Avian Influenza
and our test version of the platform proved its worth conclusively during the outbreak and spread of
the HIN1 (swine origin) infection.

Consumer news channels cannot provide the detail or accuracy that large organizations need if they
are to provide an effective response. It is the responsibility of the business continuity teams and
executive boards to plan and execute the most effective response. That is their responsibility to
staff, shareholders and customers. Even more, that may be their responsibility to their communities,
and in many cases their country.

Situation News is not just about business continuity, it's about corporate responsibility.

Situation News is a vital business tool.

Contact us now to discuss implementing SNS in your organization: sales@situationnews.com
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Further Information

For more information, please contact sales@situationnews.com
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